
 

 

Challenge 
Name: Create a PII Data Discovery Solution  Service 

Unit: GRC 

 
Key Challenge statement: 
 

Organizations often store Personal Information (SSN ID, NHS ID, Bank Account number etc.) of their end 
customers and employees for business and/or official purpose. This information is called PII (Personally 
Identifiable Information) and has to be secured and protected at all times due to regulatory requirements. 
Most of these organizations do not have visibility to which application, database, server is involved in 
storing and processing the PII. 
 
The challenge is to create a PII data discovery which is agentless and can do automated scanning of the 
following to check if any PII getting stored: 
 
 Application 
 Databases (all flavors) 
 File Servers & Systems 
 Big Data Hadoop notes 
 End User devices (mobile, laptops, desktops) 
 
Background of the challenge: 
 

Many Data Privacy Regulations (e.g. GDPR, UK DPA, PIPEDA, Australia Privacy Principles etc.) require 
organizations to maintain an up-to-date inventory of all the personal data which they store/utilize for 
legitimate business purpose mapped to the IT Components like apps, databases, servers, networks etc. 
where this data is stored. These IT components can be either be on premise or hosted on the cloud. But 
irrespective of their location, they need to be scanned. 
 
The current systems/tools available for doing this discovery of PII are either agent-based tools which most 
organizations do not want to use because of security purposes, or are limited to only the applications and 
not end user devices. 
 
The idea is to design and prototype a tool to do the agentless automated scanning of all IT components 
mentioned in the point above and create an inventory of all PII with their mapping to applications, 
databases, server IPs, end user device IP etc. 
 
Scalability of the challenge 
 

Discovery of personal data is a requirement which is common to all the data privacy regulations in various 
geographies like UK, US, EU, UAE, ANZ and also this is a mandatory requirement for all industry verticals 
who need to comply with those data privacy regulations. Hence the solution is scalable not only to a 
particular geography or vertical but can be extended to all. 
 
If the solution/tool is able to scan all personal data (PII), the next releases can also include discovery of 
other data like credit card, patient health information (PHI) and hence can address many more regulatory 
requirements apart from data privacy. 
 
  



 

 

Which major business vertical does this challenge impact/pertain to? 
 

This challenge is applicable for all industry verticals and major geographies as data privacy regulation is 
applicable to every organization handling personal data of their clients or employees. 
 
Potential business which could be opened if the challenge is solved: 
 

USD 20-30Mn 
 
Nearest solution or player with development in this space? 
 

 DLP Solutions do potential discovery but not across all IT landscape  
 Informatica 
 IBM Guardium 
 
Why this challenge is critical for HCL:  
 

 This solution once developed can help HCL penetrate the data privacy technology services in almost 
all the large clients across EU and US since the data discovery is an ask in all engagements. 

 This can also differentiate HCL’s positioning by offering end-to-end advisory and technology services 
not only in area of data privacy but other regulations also.  

 HCL can open avenues for including forensics services also in our portfolio 
 
Expected solution’s guidelines 
 

 Technical Architecture 
 Product Prototype (can be a stand-alone product or combination of other discovery products in the 

market, however the data inventory and mapping dashboard should take inputs from all tools if more 
than one tool is involved in creating the solution) 

 Solution should be able to do PII data discovery from applications, databases, big-data, Hadoop nodes, 
file servers and systems, and end user devices (laptops, desktops, mobile etc.) 

 Deployment Architecture 
 Financial TCO 


